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The Afero Secure Radio Module (ASR-1) transforms any 
product, new or existing, into a smart product. Inside each ASR-1 
is a Bluetooth® Smart radio and a dedicated Hardware Security 
Module (HSM) that work in concert to bring secure and reliable 
connectivity to any device.
 
The dedicated HSM brings added layers of security and 
authentication to every device. Features include:

ASR-1 is especially suited for small 
form factor devices and low-power 
applications. By leveraging 
Bluetooth® Smart technology in 
smart devices with the Afero 
Dynamic Hub™, ASR-1 provides 
reliable connectivity in diverse 
environments.

MODEL NAME
Afero Secure Radio Module

AFERO MODEL NUMBER
ASR-1

BLUETOOTH RADIO 
Bluetooth® Smart Wireless Technology (4.1)

BLUETOOTH ANTENNA CONFIGURATION
RF pin

MAXIMUM TRANSMIT POWER
+3.5dBm (at antenna port)
     
RECEIVE SENSITIVITY
-92dBm

POWER CONSUMPTION
Tx/Rx peak 15.5/14.5 mA

SECURITY FEATURES
Cryptographic co-processor with
secure, hardware-based key storage

HOST INTERFACE
SPI

INTERFACE PINS
4× GPIO (1× comparator with optional
external voltage reference), debug UART

COMPLIANCE
Bluetooth, RoHS

DIMENSIONS
7.5 × 8.0 × 1.8 mm

WEIGHT (EARTH MSL) 
< 1 g

PACKAGE
LGA
      
POWER  (VCC)
2.1 - 3.6V DC

OPERATING TEMPERATURE
-20 to 75° C

STORAGE TEMPERATURE
-40 to 85° C

OPERATING HUMIDITY
10 to 80% non-condensing

STORAGE HUMIDITY
5 to 90% non-condensing
 

Extremely low-power, secure, hardware-based cryptographic key 
storage, and crypto-acceleration

Private keys that never leave the module, are not accessible externally, 
and are unique to each device

Afero proprietary IoT countermeasures designed to address and 
mitigate various attack classes, such as device 
characterization (“pattern of use”), man-in-the-middle, device 
impersonation, and denial-of-service (DoS)

Integrating ASR-1 into any product is straightforward. 
Connect ASR-1 to the product’s hardware (either directly using 
the four configurable GPIO ports or to an external MCU via SPI, 
UART, or I²C), configure it using the Afero Profile Editor, and
that’s it! 

ASR-1, combined with the Afero IoT Platform, provides a turnkey, 
end-to-end solution for bringing connected products to 
customers. 

®

© 2015-2016 Afero, Inc. All rights reserved. The Afero, Inc. name, logo, and product names, including but not limited to Afero, Afero Secure Hub, and Dynamic Hub 
Technology, are trademarks of Afero, Inc. The names and logos of other companies and products may be trademarks of their respective owners.



X-ON Electronics
 
Largest Supplier of Electrical and Electronic Components
 
Click to view similar products for Bluetooth Modules - 802.15.1 category:
 
Click to view products by  Afero manufacturer:  
 
Other Similar products are found below :  

A2541R24A10GM  CYBLE-212023-10  BM78SPP05MC2-0002AA  CYW20732S  968EMB0019  E73-2G4M08S1CX  TB-03F  TB-03F-

AT_Mesh  TB-04  TB-04--AT_Mesh  BT3L(jibu)  BT5S(xoft)  BT5S(4k43)  BT5S(jcyv)  ENW89857A1KF  ENW49D01A1KF  SPB228-D-1 

1327  RN42HID-I/RM  ENW-89829C3KF  BLE113-A-V1  BM70BLE01FC2-0B03AA  ACN52832  A2541E24A10GM  RN42-I/RM630  450-

0168R  MOTG-BLUETOOTH  ABBTM-2.4GHz-52-T  ABBTM-2.4GHz-T  ABBTM-2.4GHz-T2  ACN52840  4076  4077  AFERO-BL24-01 

BLED112  BM62SPKS1MC2-0001AA  BM78SPPS5MC2-0002AA  PX0880/1  DAT12  BT680F  PBA31309V1.00 S LK64  ATSAMB11-

MR510CA  BM20SPKA1NBC-0001AA  BM20SPKS1NBC-0001AA  BM23SPKS1NB9-0B02AA  BM70BLE01FC2-0B04AA 

BM77SPP03MC2-0007AA  BM77SPP03MC2-0008AA  BM78SPPS5NC2-0002AA  BM83SM1-00TA  

https://www.x-on.com.au/category/embedded-solutions/wireless-rf-modules/bluetooth-modules-802-15-1
https://www.x-on.com.au/manufacturer/afero
https://www.x-on.com.au/mpn/anaren/a2541r24a10gm
https://www.x-on.com.au/mpn/cypress/cyble21202310
https://www.x-on.com.au/mpn/microchip/bm78spp05mc20002aa
https://www.x-on.com.au/mpn/cypress/cyw20732s
https://www.x-on.com.au/mpn/advantech/968emb0019
https://www.x-on.com.au/mpn/ebyte/e732g4m08s1cx
https://www.x-on.com.au/mpn/ai-thinker/tb03f
https://www.x-on.com.au/mpn/ai-thinker/tb03fatmesh
https://www.x-on.com.au/mpn/ai-thinker/tb03fatmesh
https://www.x-on.com.au/mpn/ai-thinker/tb04
https://www.x-on.com.au/mpn/ai-thinker/tb04atmesh
https://www.x-on.com.au/mpn/tuya/bt3ljibu
https://www.x-on.com.au/mpn/tuya/bt5sxoft
https://www.x-on.com.au/mpn/tuya/bt5s4k43
https://www.x-on.com.au/mpn/tuya/bt5sjcyv
https://www.x-on.com.au/mpn/panasonic/enw89857a1kf
https://www.x-on.com.au/mpn/panasonic/enw49d01a1kf
https://www.x-on.com.au/mpn/h-dwireless/spb228d1
https://www.x-on.com.au/mpn/adafruit/1327
https://www.x-on.com.au/mpn/microchip/rn42hidirm
https://www.x-on.com.au/mpn/panasonic/enw89829c3kf
https://www.x-on.com.au/mpn/siliconlabs/ble113av1
https://www.x-on.com.au/mpn/microchip/bm70ble01fc20b03aa
https://www.x-on.com.au/mpn/aconno/acn52832
https://www.x-on.com.au/mpn/anaren/a2541e24a10gm
https://www.x-on.com.au/mpn/microchip/rn42irm630
https://www.x-on.com.au/mpn/lairdconnectivity/4500168r
https://www.x-on.com.au/mpn/lairdconnectivity/4500168r
https://www.x-on.com.au/mpn/4dsystems/motgbluetooth
https://www.x-on.com.au/mpn/abracon/abbtm24ghz52t
https://www.x-on.com.au/mpn/abracon/abbtm24ghzt
https://www.x-on.com.au/mpn/abracon/abbtm24ghzt2
https://www.x-on.com.au/mpn/aconno/acn52840
https://www.x-on.com.au/mpn/adafruit/4076
https://www.x-on.com.au/mpn/adafruit/4077
https://www.x-on.com.au/mpn/afero/aferobl2401
https://www.x-on.com.au/mpn/siliconlabs/bled112
https://www.x-on.com.au/mpn/microchip/bm62spks1mc20001aa
https://www.x-on.com.au/mpn/microchip/bm78spps5mc20002aa
https://www.x-on.com.au/mpn/bulgin/px08801
https://www.x-on.com.au/mpn/teledyneflirextech/dat12
https://www.x-on.com.au/mpn/fanstel/bt680f
https://www.x-on.com.au/mpn/intel/pba31309v100slk64
https://www.x-on.com.au/mpn/microchip/atsamb11mr510ca
https://www.x-on.com.au/mpn/microchip/atsamb11mr510ca
https://www.x-on.com.au/mpn/microchip/bm20spka1nbc0001aa
https://www.x-on.com.au/mpn/microchip/bm20spks1nbc0001aa
https://www.x-on.com.au/mpn/microchip/bm23spks1nb90b02aa
https://www.x-on.com.au/mpn/microchip/bm70ble01fc20b04aa
https://www.x-on.com.au/mpn/microchip/bm77spp03mc20007aa
https://www.x-on.com.au/mpn/microchip/bm77spp03mc20008aa
https://www.x-on.com.au/mpn/microchip/bm78spps5nc20002aa
https://www.x-on.com.au/mpn/microchip/bm83sm100ta

